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Star Mobile Forensic Advanced Security j

Thanks to the rapidly changing landscape of mobile technologies, more and more businesses offering

their services on the mobile. The demand for mobile forensics is likely to be driven further by factors like

theincreasing affordability of smartphones, massive use of the loT devices and mobile cloud computing.

Evenwith advanced security, one sees security breach from time-to-time. In order to figure out the trigger

behind such a breach, one needs scientific and logical investigative effort. Star Mobile Forensic and

Advance Security - SMFAS is one such course that details out the intricacies of forensic investigative

techniques for mobile OSs to better their defence against commons threats and attacks. The course helps S M F A S
learners acquire skills like deploying techniques to track hackers, identifying the source of attack, star  mobileForensic Advanced security
recovering stolen dataand much more.

Mobile device forensics is best known for its application to law enforcement investigations, but it is also

useful for military intelligence, corporate investigations, private investigations, criminal and Civil

Defence, and electronicdiscovery.

Audience: EHE (Ethical Hacking Expert), SFICH (Star Forensic Investigator in Computer Hacking), SPTE (Star Penetration Tester
Expert), Digital Forensics Investigators, Information Security Professionals, Risk assessments Professionals, Mobile
Developers, anyone who deals with Implementation, Testing, Security Hardening of Mobile Devices, Tele communication
Security Department.

Course Objectives: ]

In this course, you will learn about:
The threats associated with mobile devices
Digital forensic concepts: mobile forensics vs. computer forensics
Mobile evidence types and evidence acquisition types
Architectural layers of mobile devices
Gathering evidence during the forensicinvestigation
Documenting reports, which can be later used for analysing future threats
Various mobile forensic tools for investigation
Reports for future threats/attacks analysis

Course Outcome: ]

After competing this course, you will be able to:

Understand the fundamentals of digital forensics and explain the need for mobile device forensics
Understand the threats associated with mobile devices

Classify evidence types on mobile devices and evidence acquisition types

Explain different mobile hardware architecture

Develop a mobile forensics investigation process

Usevarious forensic tools for investigation

Investigate mobile security breaches and identify the criminal

Restore the data and generate reports for future threats/attacks analysis
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Course Outline: ]

INTRODUCTIONTODIGITALFORENSICS . THREATS ASSOCIATED WITH THE MOBILE
INTRODUCTION TO STAR MOBILE FORENSICS DEVICES

AND ADVANCED SECURITY EXPERT . MOBILE SECURITY

EXPLORING MOBILE DEVICES AND HARDWARE 9. EVIDENCE ACQUISITION AND ANALYSIS
MOBILE FORENSICS VS COMPUTER FORENSICS . APPLYING REVERSE ENGINEERING ON MOBILE
PROCESS INVOLVED IN MOBILE FORENSICS SOFTWARE PACKAGES

UNDERSTANDING THE MOBILE OS ARCHITECTURE . REPORTING IN MOBILE FORENSICS

Exam Information: ]

Exam Code : S09-012 Exam Pattern : Multiple Choice
ExamDuration :  3Hrs Exam Delivery  : AEPTC (ACADEMIC EDUCATION &
Passing Score o 70% PROFESSIONALTESTING CENTER)

Course Duration: 48 Hrs
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